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(57) ABSTRACT

A system for secure transfer of encrypted data involves a
sender client, a recipient client, a main server, and a key
server. The sender client receives instructions from a first user
identifying transfer data and a recipient identifier, creates a
key, encodes the transfer data using the key, and communi-
cates the key and the recipient identifier to a server. The server
creates a secure package identifier and communicates such to
the sender client. The recipient client receives and identifies
the secure package identifier and the encoded transfer data,
receives from a second user a user identifier, and communi-
cates the user identifier and the secure package identifier to
the server. The server communicates the key to the recipient
client only if the secure package identifier received from the
recipient client matches the secure package identifier created
by the server and if the user identifier matches the recipient
identifier.
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1
SYSTEM AND METHOD OF SECURE
ENCRYPTION FOR ELECTRONIC DATA
TRANSFER

RELATED APPLICATIONS

The present application is a continuation application, and
claims priority benefit with regard to all common subject
matter, of U.S. patent application Ser. No. 13/854,659, filed
Apr. 1, 2013, and entitled “SYSTEM AND METHOD OF
SECURE ENCRYPTION FOR ELECTRONIC DATA
TRANSFER,” which is now U.S. Pat. No. 8,793,493, issued
Jul. 29, 2014 (“the *493 patent”). The *493 patent is a con-
tinuation application, and claims priority benefit with regard
to all common subject matter, of U.S. patent application Ser.
No. 11/538,867, filed Oct. 5, 2006, and entitled “SYSTEM
AND METHOD OF SECURE ENCRYPTION FOR ELEC-
TRONIC DATA TRANSFER,” which is now U.S. Pat. No.
8,412,947, issued Apr. 2, 2013. The earlier-filed patents are
hereby incorporated by reference in their entirety into the
present application.

BACKGROUND

1. Field

Embodiments of the present invention relate to the field of
secure data transfer. More particularly, embodiments of the
present invention involve a system and method of encoding
data and associating the data with an authorized recipient or
group of recipients, wherein only an authorized recipient is
provided a key for decoding the data.

2. Related Art

Providing secure transfers of encoded data over the Inter-
net and other communications networks has become increas-
ingly important. One method of securing data transfers
involves encrypting the transfer data using either symmetric
(private key/private key) or asymmetric (public key/private
key) architectures. While data encryption can be an effective
method of securing data communicated via the Internet, prior
art encryption systems suffer from various problems and limi-
tations.

Symmetric encryption uses a single, unique encryptionkey
to encrypt and decrypt each secure data package. However,
symmetric encryption requires the sender to communicate the
encryption key to the recipient electronically, which can com-
promise the security of the transaction, or by a non-electronic
method, which is too cumbersome for practical use.

Asymmetric encryption, in contrast, requires the use of
both a public key and a private key, wherein multiple secure
data packages are encrypted using the same public key. This
architecture can compromise the security of encrypted data
because if an unintended user discovers the private key used
to decrypt an encrypted data package, the user will also be
able to decrypt all of the data packages encrypted using the
public key, which may be a large number of data packages,
including previously-sent data packages as well as data pack-
ages created in the future.

Furthermore, systems that employ robust asymmetric or
symmetric encryption are often difficult for end user’s to
learn or require users to dedicate a substantial amount of time
and effort to encrypting and decrypting each message, result-
ing in systems that are inefficient for practical use. Such
systems also require users to commit to a single, particular
mode of data communication or even to a particular software
application, whether online or offline, synchronous or asyn-
chronous, web-based or client-based.
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Accordingly, there is a need for an improved system of
secure data transfer that does not suffer from the problems
and limitations of the prior art.

SUMMARY

Embodiments of the present invention provide an
improved system of secure data transfer that overcomes the
problems and limitations of the prior art. Particularly,
embodiments of the present invention provide a system and
method of encrypting a data message and associating the
message with a recipient or group of recipients, wherein only
an authorized recipient is provided a key for decrypting the
message.

A first embodiment of the invention is a computer program
for enabling a secure data transfer system, wherein at least a
portion of the program is stored on a computer-readable
medium. The computer program of the first embodiment
comprises code segments for enabling a first computer to
receive input from a first user identifying transfer data and a
recipient identifier, and for enabling the first computer to
create an encoding key, encode the transfer data using the key,
and communicate the key and the recipient identifier to a
second computer.

The computer program of the first embodiment further
comprises code segments for enabling the second computer
to associate the recipient identifier and the key with a secure
package identifier, and to communicate the secure package
identifier to the first computer; for enabling a third computer
to identify the secure package identifier and the encoded
transfer data; for enabling the third computer to receive from
a second user a user identifier and to communicate the user
identifier and the secure package identifier to the second
computer; and for enabling the second computer to commu-
nicate the key to the third computer only if the secure package
identifier received from the third computer matches the
secure package identifier created by the second computer and
if the user identifier matches the recipient identifier.

According to a second embodiment of the invention, the
computer program enables a first computer to receive transfer
data and a plurality of recipient identifiers from a firstuser and
to create an encryption key, encrypt the transfer data, and
communicate the key and the recipient identifiers to a second
computer. The program enables the second computer to com-
municate the key and the plurality of recipient identifiers to a
third computer, and enables the third computer to associate
each of the recipient identifiers with a secure package iden-
tifier, and to communicate the secure package identifier to the
second computer.

The program further enables the second computer to com-
municate the secure package identifier to the first computer,
and enables the first computer to communicate the secure
package identifier and the encrypted transfer data to a fourth
computer. The program enables the fourth computer to com-
municate a user identifier and the secure package identifier to
the second computer, enables the second computer to com-
municate the user identifier and the secure package identifier
to the third computer, and enables the third computer to
communicate the key to the second computer only if the
secure package identifier received from the second computer
matches the secure package identifier created by the third
computer and if the user identifier received from the third
computer matches one of the plurality of recipient identifiers
associated with the secure package identifier. The program
enables the second computer to communicate the key to the
fourth computer.
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In a third embodiment of the invention is a computer pro-
gram with various code segments for enabling a secure data
transfer system. A first code segment enables a first computer
to receive from a first user transfer data, sender identification
information, sender authentication information, and recipient
identification information, to create an encryption key, to
encrypt the transfer data using the encryption key, and to
communicate the sender identification information, sender
authentication information, recipient identification informa-
tion, and key to a second computer.

A second code segment enables the second computer to
authenticate the first user by verifying that the sender identi-
fication information and sender authentication information
match identification and authentication information stored in
a database, to generate a recipient anonymous indicator cor-
responding to the recipient identification information and
communicate the recipient anonymous indicator and the key
to a third computer only if the first user is authenticated.

A third code segment enables the third computer to create
a secure package identifier and to associate the recipient
anonymous indicator and the key with the secure package
identifier, and to communicate the secure package identifier
to the second computer. A fourth code segment enables the
second computer to communicate the secure package identi-
fier to the first computer, and a fifth code segment enables the
first computer to communicate the secure package identifier
and the encrypted transfer data to a fourth computer. A sixth
code segment enables the fourth computer to receive user
identification and authentication information from a second
user, to communicate the secure package identifier, the user
identification and authentication information to a fifth com-
puter.

A seventh code segment enables the fiftth computer to cre-
ate a user anonymous indicator corresponding to the user
identification information, and to communicate the user
anonymous identifier and the secure package identifier to the
third computer. An eighth code segment enables the third
computer to match the secure package identifier received
from the fifth computer with the secure package identifier
created by the third computer, to compare the user anony-
mous identifier with the recipient anonymous identifier asso-
ciated with the secure package identifier, and to communicate
the key to the fifth computer only if the secure package
identifier received from the fifth computer is the same as the
secure package identifier created by the third computer and
the user anonymous identifier is the same as the first recipient
anonymous identifier associated with the secure package
identifier.

A ninth code segment enables the fifth computer to com-
municate the key to the fourth computer, and a tenth code
segment enables the fourth computer to decrypt the encrypted
transfer data using the key.

A fourth embodiment of the invention is a method of secure
data transfer. The method comprises using a first computer to
receive from a first user transfer data and a recipient identifier,
using the first computer to creating an encoding key, encode
the transfer data using the key, and communicate the key and
the recipient identifier to a second computer, and using the
second computer to associate the recipient identifier with a
secure package identifier, and to communicate the secure
package identifier to the first computer.

The secure package identifier and the encoded transfer data
are transferred to a third computer, and the third computer is
used to receive from a second user a user identifier and to
communicate the user identifier and the secure package iden-
tifier to the second computer. The second computer is used to
communicate the key to the third computer only if the secure
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4

package identifier received from the third computer matches
the secure package identifier created by the second computer
and if the user identifier matches the recipient identifier.

According to a fifth embodiment of the invention, the
method comprises communicating sender identification and
authentication information, an encryption key, and a list of
recipient identifiers from a first client computer to a first
server computer, and authenticating the sender at the first
server computer by comparing the sender authentication
information to authentication information stored in a data-
base. Each of the recipient identifiers is encoded using the
first server computer, and the encoded recipient identifiers
and the key are communicated to a second server computer. A
secure package identifier is created at the key server, and the
secure package identifier is associated with the key and the
encoded recipient identifiers. The secure package identifier is
communicated from the second server computer to the first
server computer, and from the first server computer to the first
client computer.

The transfer data is encrypted at the first client computer
and the encrypted transfer data and the secure package iden-
tifier are transferred from the first client computer to a second
client computer. The secure package identifier, a user identi-
fier pertaining to a second user, and user authentication infor-
mation pertaining to the second user, are communicated from
the second client computer to a third server computer. The
second user is authenticated at the third server computer by
comparing the user authentication information to authentica-
tion information stored in a database.

The user identifier is encoded at the third server computer,
and the encoded user identifier and the key are communicated
to the second server computer. The secure package identifier
received from the third server computer is matched with the
secure package identifier created by the second server com-
puter, and the key is communicated from the second server
computer to the third server computer only if the encoded user
identifier matches one of the encoded recipient identifiers
received from the second server computer. The key is com-
municated from the second third server computer to the sec-
ond client computer.

In a sixth embodiment, the invention is computer program
for enabling a secure data transfer system, at least a portion of
the program being stored on a computer-readable medium.
The computer program comprises a code segment for
enabling a first computer to receive an encoding key and a
recipient identifier from a second computer, to associate the
recipient identifier and the key with a secure package identi-
fier, and to communicate the secure package identifier to the
second computer. The computer program of the sixth embodi-
ment further comprises a code segment for enabling the first
computer to receive a user identifier and a secure package
identifier from a third computer, and to communicate the key
to the third computer only if the secure package identifier
received from the third computer matches the secure package
identifier created by the second computer and if the user
identifier matches the recipient identifier associated with the
secure package identifier.

In a seventh embodiment, a first code segment enables a
first computer to receive an encoding key, sender authentica-
tion information, and a recipient identifier from a second
computer, and to communicate the recipient identifier and the
key to a third computer only if the sender authentication
information matches authentication information stored in a
database. A second code segment enables the third computer
to create a first secure package identifier and associate the key
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and the recipient identifier with the first secure package iden-
tifier, and to communicate the first secure package identifier
to the first computer.

A third code segment enables the first computer to com-
municate the first secure package identifier to the second
computer, and a fourth code segment enables the first com-
puter to receive a user identifier, user authentication informa-
tion, and a second secure package identifier from a fourth
computer, and to communicate the second secure package
identifier and the user identifier to the third computer only if
the user authentication information matches authentication
information stored in the database.

A fifth code segment enables the third computer to com-
municate the key to the first computer only if the second
secure package identifier matches the first secure package
identifier and if the user identifier received from the first
computer matches the recipient identifier associated with the
secure package identifier. A sixth code segment enables the
first computer to communicate the key to the fourth computer.

These and other important aspects of the present invention
are described more fully in the detailed description below.

BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the present invention is described in
detail below with reference to the attached drawing figures,
wherein:

FIG. 1 is an exemplary computer network operable to
implement a computer program embodying principles of the
present invention;

FIG. 2 is a block diagram illustrating an exemplary archi-
tecture of the computer program of FIG. 1, wherein the archi-
tecture comprises various software components including a
sender client, a recipient client, a main server, and a key
server;

FIG. 3 is a flow diagram of exemplary steps performed by
the sender client of FIG. 2;

FIG. 4 is a flow diagram of exemplary steps performed by
the recipient client of FIG. 2;

FIG. 5 is a diagram illustrating an exemplary protocol
executed by the software components of FIG. 2;

FIG. 6 is a diagram illustrating an exemplary data structure
created and maintained by the key server of FIG. 2, wherein
the data structure links a secure package identifier with vari-
ous attributes of a corresponding secure data package;

FIG. 7 is a diagram illustrating in more detail a portion of
the data structure of FIG. 6;

FIG. 8 is a diagram illustrating a first alternative architec-
ture of the computer program of FIG. 1;

FIG. 9 is a diagram illustrating a second alternative archi-
tecture of the computer program of FIG. 1;

FIG. 10 illustrates a user interface of a conventional email
application presenting an interface element corresponding to
either the sender client or the recipient client of FIG. 2;

FIG. 11 is an interface of a conventional computing envi-
ronment presenting a window with a text field and an icon
corresponding to either the sender client or the recipient client
of FIG. 2;

FIG. 12 is the user interface of FIG. 11 illustrating high-
lighted text in the text field and presenting a context menu
associated with the icon;

FIG. 13 is the user interface of FIG. 11 presenting a win-
dow for prompting a user to submit identification and authen-
tication information;

FIG. 14 is the user interface of FIG. 12 presenting a win-
dow for enabling a user to select one or more recipients of
transfer data;
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FIG. 15 illustrates a user interface of a conventional com-
puting environment illustrating a third embodiment of the
sender client and recipient client of FIG. 2 wherein the envi-
ronment presents a canvas for receiving an image file and a
data transfer file and wherein the environment presents an
icon pertaining to the sender client or recipient client of FIG.
2; and

FIG. 16 is the user interface of FIG. 15 illustrating the
image file and the data transfer file placed within the canvas
such that the image file is visible within the canvas.

DETAILED DESCRIPTION

FIG. 1 illustrates an exemplary computer network operable
to implement a computer program incorporating principles of
the present invention. The present invention relates to a sys-
tem and method of encoding data and associating the encoded
data with an authorized recipient or group of recipients,
wherein only an authorized recipient is provided a key for
decrypting the message, and wherein both the sender and the
recipient must submit valid authentication information, such
as biometric information, before accessing the system.

The method of the present invention is especially well-
suited for implementation on a computer or computer net-
work, such as the computer 10 illustrated in FIG. 1 that
includes a keyboard 12, a processor console 14, a display 16,
and one or more peripheral devices 18, such as a biometric
sensor, scanner, or printer. The computer 10 is preferably part
of'a computer network, such as the computer network 20 that
includes one or more client computers 10,22 and one or more
server computers 24,26 interconnected via a communications
system 28. The present invention may also be implemented,
in whole or in part, on a wireless communications system
including, for example, a network-based wireless transmitter
30 and one or more wireless receiving devices, such as a
hand-held computing device 32 with wireless communica-
tion capabilities. The device 32 includes an input element 34,
such as a biometric sensor, touchscreen, or a keypad.

The present invention will thus be generally described
herein as a computer program. It will be appreciated, how-
ever, that the principles of the present invention are useful
independently of a particular implementation, and that one or
more of the steps described herein may be implemented with-
out the assistance of a computing device.

The present invention can be implemented in hardware,
software, firmware, or a combination thereof. In a preferred
embodiment, however, the invention is implemented with a
computer program. The computer program and equipment
described herein are merely examples of a program and
equipment that may be used to implement the present inven-
tion and may be replaced with other software and computer
equipment without departing from the scope of the present
invention.

The computer program of the present invention is stored in
or on a computer-usable medium, such as a computer-read-
able medium, residing on or accessible by a plurality of host
computers for instructing the host computers to implement
the method of the present invention as described herein. The
host computers preferably include one or more server com-
puters, such as server computer 24, and two or more network
client computers, such as computer 10. Portions of the pro-
gram of the present invention preferably run on each of the
different computers, as explained below. The computer pro-
gram preferably comprises an ordered listing of executable
instructions for implementing logical functions in the host
computers and other computing devices coupled with the host
computers. The computer program can be embodied in any
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computer-usable medium for use by or in connection with an
instruction execution system, apparatus, or device, such as a
computer-based system, processor-containing system, or
other system that can fetch the instructions from the instruc-
tion execution system, apparatus, or device, and execute the
instructions.

The ordered listing of executable instructions comprising
the computer program of the present invention will hereinaf-
ter be referred to simply as “the program” or “the computer
program.” It will be understood by those skilled in the art that
the program may comprise a single list of executable instruc-
tions or two or more separate lists, and may be stored on a
single computer-usable medium or multiple distinct media.
The program will also be described as comprising various
“code segments,” which may include one or more lists, or
portions of lists, of executable instructions. Code segments
may include overlapping lists of executable instructions, that
is, a first code segment may include instruction lists A and B,
and a second code segment may include instruction lists B
and C.

In the context of this application, a “computer-usable
medium” can be any means that can contain, store, commu-
nicate, propagate or transport the program for use by or in
connection with the instruction execution system, apparatus,
or device. The computer-usable medium can be, for example,
but is not limited to, an electronic, magnetic, optical, electro-
magnetic, infrared, or semi-conductor system, apparatus,
device, or propagation medium. More specific, although not
inclusive, examples of computer-usable media would include
the following: an electrical connection having one or more
wires, a portable computer diskette, a random access memory
(RAM), a read-only memory (ROM), an erasable, program-
mable, read-only memory (EPROM or Flash memory), an
optical fiber, and a portable compact disk read-only memory
(CDROM). The computer-usable medium could even be
paper or another suitable medium upon which the program is
printed, as the program can be electronically captured, via for
instance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable
manner, if necessary, and then stored in a computer memory.

The flow charts of FIGS. 3 and 4 and the diagram of FIG.
5 illustrate the functionality and operation of various ele-
ments of an implementation of the present invention in more
detail. In this regard, some of the blocks of the flow charts
may represent a module segment or portion of code of a
program of the present invention which comprises one or
more executable instructions for implementing the specified
logical function or functions. In some alternative implemen-
tations, the functions noted in the various blocks may occur
out of the order depicted. For example, two blocks shown in
succession may in fact be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order depending upon the functionality involved.

FIG. 2 illustrates an architecture of a first embodiment of
the present invention as implemented on the computer net-
work of FIG. 1. The embodiment illustrated in FIG. 2 broadly
comprises the interaction of four separate software modules
including a sender client 36, a recipient client 38, a main
server 40, and a key server 42. The sender client 36 and the
recipient client 38 are separate software applications running
on separate computers. However, the sender client 36 and the
recipient client 38 are identical, or substantially identical, and
therefor each is operable to send as well as receive transfer
data. In other words, the sender client 36 is operable to func-
tion as a recipient client when receiving a secure data pack-
age, and the recipient client 38 is operable to act as a sender
client when sending a secure data package. Therefore, when
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reference is made herein to the “client,” the “clients,” the
“sender client 36,” or the “recipient client 38,” it will be
understood that such reference applies to both the sender
client 36 and the recipient client 38.

The sender client 36 of FIG. 2 may run on the computer 10
of FIG. 1 and the recipient client 38 of FIG. 2 may run on the
computer 22 of FIG. 1, or vice versa. Alternatively, one of the
sender client 36 or the recipient client 38 may run on the
wireless handheld device 32, wherein a user may submit
biometric information via a biometric sensor 34 integral with
or attached to the device 32. Furthermore, the main server 40
may correspond to the server 24, and the key server 42 may
correspond to the server 26, or vice versa.

FIG. 3 illustrates various steps performed by the sender
client 36 and FIG. 4 illustrates various steps performed by the
recipient client 38. FIGS. 3 and 4 illustrated various general
steps performed by the clients, while particular embodiments
of the sender client 36 and the recipient client 38 will be
described below in greater detail.

With particular reference to FIG. 3, the sender client 36
receives identification and authentication information from a
sender, as depicted in block 44. The identification informa-
tion may include a user name, an email address, or both and
the authentication information may include a password, bio-
metric information, or both. Biometric information is com-
municated to the sender client 36 by a user in a conventional
manner, such as via a biometric sensor 18 associated with the
computer 10 or a biometric sensor 34 associated with the
wireless hand-held device 32. The biometric information may
include, but is not limited to, fingerprint data, voice print data,
retinal scan data, iris scan data, facial characteristics, and
behavioral characteristics, such as signature data, captured
and analyzed using conventional hardware and processes
known in the art. Furthermore, the biometric data used by the
claimed invention may be any combination of one or more
types of such biometric data.

The sender client 36 generates a key as depicted in block
46. The key is used to encode and decode transfer data, as
explained below in greater detail. Such encoding may take the
form of encryption, steganography, or both. For purposes of
simplicity, the encoding will be referred to herein as encryp-
tion, and the key will be referred to as an encryption key. The
sender client 36 generates a unique encryption key for each
transaction, thereby reducing the risk of compromising the
contents of a large volume of encrypted data.

As used herein, transfer data refers to data communicated
from one computer to another, such as from the sender client
36 to the recipient client 38. Transfer data may thus be any
type of data including, for example, text, graphics, computer
code, or files associated with any type of computer applica-
tion.

The sender client 36 assembles a list of recipients as,
depicted in block 48. The list includes identification informa-
tion corresponding to each recipient, such as an email
address, recipient name, or other recipient identifier such as a
social security number, anonymous number, or any combina-
tion thereof. The sender client 36 may assemble list of recipi-
ents substantially automatically by, for example, reading the
contents ofa “TO” field of an email application. Alternatively,
the sender client 36 may prompt a user to submit a number of
recipients to include in the list, such as where the user selects
a list of recipients from a list or directly types each recipient
into a data field. The “list” of recipients may include any
number of recipients, including as few as one recipient or a
very large number of recipients.

The sender client 36 communicates the sender identifica-
tion information, sender authentication information, encryp-
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tion key, and list of recipients to the main server 40, as
depicted in block 50. The sender client 36 receives a secure
package identifier from the main server 40, as depicted in
block 52. As explained below in greater detail, the main server
40 may generate the secure package identifier, or may work in
cooperation with the key server 42 to generate the secure
package identifier. The secure package identifier is an alpha-
numeric value that uniquely identifies the transfer data the
sender client 36 communicates to the recipient client 38.

The sender client 36 encodes the transfer data using the
encryption key, as depicted in block 54. The sender client 36
uses a symmetrical encryption scheme such that a single,
unique key is associated with each secure data package and
the key used by the sender client 36 to encrypt the transfer
data is also the key used by the recipient client 38 to decrypt
the data. As explained below in greater detail, the main server
40 and/or the key server 42 regulate the distribution of the
encryption key to eliminate or reduce the risk of an unautho-
rized person obtaining the encryption key.

The sender client 36 combines the encrypted transfer data
and the secure package identifier to form the secure data
package, as depicted in block 56. Thus the secure data pack-
age includes not only the encrypted transfer data but also the
secure package identifier, which is used by the recipient client
38 to request the encryption key from the main server 40.

With reference now to FIG. 4, the recipient client 38
receives identification information and authentication infor-
mation from the recipient, as depicted in block 58. This step
is substantially the same as step 44, described above, wherein
the sender client 36 receives identification and authentication
information from the sender. The recipient client 38 identifies
the secure package identifier in the secure data package, as
depicted in block 60. Because the secure package identifier is
not encrypted with the transfer data, the recipient client 38
can read and remove the secure package identifier without
decrypting the transfer data. This may be done, for example,
by placing the secure package identifier in a heading of the
secure data package.

The recipient client 38 communicates the identification
information, the authentication information, and the secure
package identifier to the main server 40, as depicted in block
62. The main server verifies the recipient identification infor-
mation and authentication information, and uses the secure
package identifier to obtain and communicate the correct
encryption key to the recipient client 38. Thus, the recipient
client 38 receives the encryption key from the main server 40,
as depicted in block 64. Finally, the recipient client 38
decrypts the encrypted transfer data using the encryption key,
as depicted in block 66. It is possible that a user interacting
with the recipient client 38 is not a valid recipient of the secure
data package, in which case the main server 40 or the key
server 42 prevents the user from receiving the key.

The sender client 36 may encrypt the sender identification
and authentication information, the key, and the list of recipi-
ents in layers before communicating these to the main server
40. For example, the sender client 36 may first combine the
sender identification and authentication information to forma
first bundle and encrypt the first bundle, then combine the
encrypted first bundle with the key to form a second bundle
and encrypt the second bundle, and then combine the
encrypted second bundle with the list to form a third bundle
and encrypt the third bundle. Likewise, the recipient client 38
is operable to decrypt these items in the layers they were
encrypted in.

As explained above, both the sender client 36 and the
recipient client 38 are each operable to function as a sender
client and as a recipient client. Thus, the sender client 36
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executes the steps illustrated in FIG. 3 when used to create
and send a secure data package, and executes the steps illus-
trated in FIG. 4 when used to receive and decrypt a secure data
package. Likewise, the recipient client 38 executes the steps
illustrated in FIG. 3 when used to create and send a secure
data package, and executes the steps illustrated in FIG. 4
when used to receive and decrypt a secure data package.

Referring again to FIG. 2, the main server 40 communi-
cates with the key server 42, the sender client 36, and the
recipient client 38. The main server 40 retains authentication
records and performs authentication in a conventional man-
ner. Authentication may include, for example, comparing a
user name and a password received from a user with a user
name and a password stored in an authentication database to
verify the identity of the user submitting the user name and
password. The main server 40 may also maintain a biometric
authentication database, wherein the main server 40 com-
pares biometric information, such as fingerprint data, with
biometric information stored in the database.

The main server 40 communicates with the key server 42 to
enable the key server 42 to create a secure package identifier
and associate the secure package identifier with a secure data
package. The main server 40 further requests verification of
each recipient requesting an encryption key. The main server
40 is further operable to perform an encoding algorithm on
each recipient identifier included in the list of recipients sub-
mitted by a sender via the sender client 36. In one embodi-
ment, the encoding algorithm involves hashing each recipient
identifier to generate a number corresponding to the recipient
identifier. Such encoding enables the present invention to hide
the actual name and other sensitive personal information
relating to each user by discarding the information and stor-
ing only the encoded identifier. While a single main server 40
is illustrated in FIG. 2, it will be appreciated by those skilled
in the art that a plurality of main servers may be employed in
the present invention wherein the sender client 36 uses a first
main server and the recipient client 38 uses a second main
server. This alternative configuration is illustrated in FIG. 8
and described in greater detail below.

The key server 42 stores secure data package identification
records wherein each record associates a secure package
identifier with a list of recipients, a key, an encryption record,
and other information. The key server 42 also regulates the
disbursement of encryption keys stored thereon. More spe-
cifically, the key server 42 receives a secure package identifier
and a recipient identifier from the main sever 40, confirms the
recipient identifier is associated with the secure package iden-
tifier in a secure data package identification record, and com-
municates the encryption key to the main server 40 only if the
recipient identifier matches a recipient identifier associated
with the secure package identifier. This process is described
in greater detail below.

It should be noted from FIG. 2, that the key server 42
communicates only with the main server 40, and does not
communicate directly with the sender client 36 or the recipi-
ent client 38. This configuration enables the key server 42 to
work with a plurality of main servers 40 and provides an extra
layer of security.

FIG. 5 illustrates an exemplary protocol for implementing
the present invention in the sender client 36, the recipient
client 38, the main server 40 and the key server 42. The
operations performed by the sender client 36 and the recipient
38 are illustrated in FIG. 3 and FIG. 4 respectively, and were
described above. Therefore, the steps taken by the sender
client 36 and the recipient 38 will not be discussed in detail
here.
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The first interaction between the computers illustrated in
FIG. 2 occurs when the sender client 36 communicates sender
identification information, sender authentication informa-
tion, an encryption key, and a list of recipient identifiers to the
main server 40, as depicted in box 68. The main server 40
creates a server/user identifier (SUID), which is a combina-
tion of the user identifier and an identifier of the main server
40. The main server 40 also encodes each recipient identifier
received from the sender client 36, as explained above. A
preferred method of encoding the recipient identifiers
involves hashing the identifiers to generate a unique numeric
hash value corresponding to each recipient identifier. The
encoding scheme preferably generates a unique encoded
value for each recipient identifier; therefore, the recipient
identifiers received from the sender client 36 can be discarded
and replaced with the anonymous encoded recipient identifi-
ers, thus preserving the privacy and anonymity of the recipi-
ents. The main server 40 or the key server 42 may obtain the
original recipient identifier corresponding to an encoded
value by performing the hashing algorithm in reverse.

The second communication that occurs in the protocol
illustrated in FIG. 5 occurs when the main server 40 commu-
nicates the sender SUID, the encoded (anonymous) recipient
identifiers, and the key, to the key server 42, as illustrated in
box 70. Referring to FIG. 6, the key server 42 creates a secure
package identifier 86 and a transaction record 92, and asso-
ciates the secure package identifier 86 with the sender SUID
90, the encoded recipient identifiers 88, the key 94, and the
transaction record 92. The key server 42 updates the transac-
tion record 92 each time the key server 42 communicates the
key 94 to the main server 40 in response to a request from the
main server 40. Thus, the record 92 indicates to which recipi-
ent of the list of recipients 88 the encryption key 94 was
communicated. This may be advantageous, for example, for
billing records.

FIG. 7 illustrates a specific implementation of a portion of
the data structure of FIG. 6. Various secure package identifi-
ers are stored in a column 96 of a table of FIG. 7, including
secure package identifiers 102 and 104. A second column 98
includes a plurality of SUIDs associated with each of a plu-
rality of recipients. A plurality of additional columns 100
include encoded recipient identifiers each associated with a
recipient SUID of the column 98. For example, in the top row
of'the table of FIG. 7, the secure package identifier 102 is the
number “573.”” The dotted line extending from secure pack-
age identifier 102 to the second row of the table indicates the
sender SUID corresponding to number “1562” is the sender
of the transfer data associated with the secure package iden-
tifier 102. Furthermore, the encryption package identifier in
cell number 102 is linked to three separate recipient identifi-
ers, as illustrated by the three solid-line arrows. In this case,
the secure package identifier 102 is associated with the recipi-
ent SUID corresponding to the number “1479,” to the recipi-
ent SUID corresponding to the number “2519,” and to the
recipient SUID corresponding to number “7536.”

Each of the recipient SUIDs corresponding to the secure
package identifier 102 includes a plurality of encoded recipi-
ent identifiers. Thus, when the key server 42 receives any of
the encoded recipient identifiers corresponding to one of the
recipient SUIDs linked to the encryption package identifier
102, the key server 42 can confirm that the recipient associ-
ated with the encoded recipient identifier is a valid recipient
of the key 94. There may be multiple recipient identifiers
associated with a single recipient, where, for example, a user
has multiple email addresses such as a work address and a
home address. In that case, whether the recipient is requesting
the key 94 from a work email account or a home email
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account, the key server 42 will recognize the encoded recipi-
ent identifier received from the user via the main server 40 as
pertaining to the recipient SUID.

It should be noted that in FIG. 7 the column 98 includes
multiple SUIDs and does not distinguish between a sender
SUID and a recipient SUID. In a first secure data package
identification record, an SUID may correspond to the sender,
while in a second secure data package identification record,
the same SUID may correspond to one of the recipients.

Oncethe key server 42 creates the secure package identifier
86 and associates the secure package identifier 86 with the
encoded recipient identifiers 88, the sender SUID 90, the key
94, and the record 92, the key server 42 communicates the
secure package identifier 86 to the main server 40 as depicted
in box 72 of FIG. 5. The main server 40 then communicates
the secure package identifier 86 to the sender client 36 as
depicted in box 74. At this point, the sender client 36 has
everything it needs to create the secure data package, which
includes the secure package identifier 86 and encrypted trans-
fer data.

The sender client 36 creates the secure data package by
using the key 94 to encrypt the transfer data. The encrypted
transfer data is then associated with the secure package iden-
tifier 86 to create the secure data package. As explained
above, the secure package identifier 86 is not encrypted along
with the transfer data, but rather is bundled with the encrypted
transfer data such that the recipient client 38 is able to read the
secure package identifier 86 without the key 94. Once the
sender client 36 creates the secure data package, the secure
data package is transferred to the recipient client 38, as
depicted box 76. This transaction occurs in a manner that is
substantially conventional. For example, the sender client 36
may communicate the secure data package to the recipient
client 38 via conventional email communication channels, as
an email attachment or in the body of an email text.

It should be noted that the particular manner of communi-
cating the encryption package from the sender client 36 to the
recipient client 38 is not important to the present invention,
and that the secure data package need not be transferred to the
recipient client 38 via electronic means at all. Once the sender
client 36 creates the secure data package, a user may store the
secure data package on a physical data medium such as, for
example, a compact disc or a portable hard drive, and physi-
cally carry the storage medium to the recipient client 38.
Furthermore, the sender client 36 may or may not include a
code segment for transferring the secure data package to the
recipient client 38. The sender client 36 may create the secure
data package, for example, and place the secure data package
into an email as text or as an attachment, wherein a conven-
tional email application provides the computer code for trans-
ferring the secure data package to the host computer of the
recipient client 38. Furthermore, the recipient client 38 may
not receive the secure data package immediately upon arrival
of'the package at the recipient client’s host computer, but may
enable a user to submit information identifying the secure
data package, wherein the recipient client 38 processes the
package.

When the recipient client 38 receives the secure data pack-
age, the recipient client 38 identifies the secure package iden-
tifier 86 and prompts the recipient to submit identification and
authentication information. The recipient client 38 may
prompt the user to submit the identification and authentica-
tion information in a substantially conventional manner by
presenting, for example, one or more pop up windows with
text fields for receiving a user name and a password, or for
receiving a user name and biometric information. When the
recipient client 38 has identified the secure package identifier
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86 and has received the recipient identification and authenti-
cation information, the recipient client 38 communicates the
secure package identifier 86 and the recipient identification
and authentication information to the main server 40, as
depicted in box 78. The main server 40 then creates a recipient
SUID that identifies both the requesting recipient as well as
the main server 40. In this case, the server identifier associ-
ated with the sender SUID will be the same as the server
identifier associated with the recipient SUID, because both
the sender and the recipient are using the same main server 40.
It will be appreciated, however, that if the sender client 36
uses a first main server and the recipient client 38 uses a
second main server (see FIG. 8), the server portion of the
sender SUID will be different than the server portion of the
recipient SUID.

The main server 40 communicates the secure package
identifier 86 and the recipient SUID to the key server 42. The
key server 42 determines whether the secure package identi-
fier received from the main server 40 matches a secure pack-
age identifier in column 96 of the data structure illustrated in
FIG. 7. If so, the key server 42 compares the recipient SUID
received from the main server 40 with each of the SUIDs in
column 98 that are associated with the secure package iden-
tifier received from the main server 40. If the secure package
identifier received from the main server 40 is linked to an
SUID that matches the recipient SUID received from the
main server 40, the key server 42 communicates the key 94 to
the main server 40, as depicted in box 82. The main server 40
then communicates the key 94 to the recipient client 38, as
depicted in box 84. The recipient client 38 uses the encryption
key 94 to decrypt the encrypted transfer data that it received in
the secure data package.

The present invention thus uses various layers of security to
protect data that is transferred from the sender client 36 to the
recipient client 38. First, the sender client 36 encrypts the data
using a single encryption key and the recipient client 38
decrypts the data using the same encryption key in a sym-
metrical encryption architecture. Use of the symmetrical
encryption scheme reduces the necessity to make available a
public key associated with each of various secure transac-
tions. Thus, if a third party happens to obtain an encryption
key associated with a secure data package, the third party will
not be able to use the key to access unrelated secure data
packages. Second, the sender client 36 requires the sender to
submit not only sender identification information but also
sender authentication information in the form of a password
or biometric information to verify the sender’s identity. Third,
the recipient client 38 requires the recipient to submit identi-
fication information and authentication information in the
form of a password or biometric information to verify the
sender’s identity.

While the protocol of FIG. 5 has been illustrated and
described as using a single main server 40 it will be under-
stood that a plurality of main servers may be used instead of
a single main server. This is illustrated in FIG. 8, wherein the
sender client 36 communicates with a first main server 106
and the recipient client 38 communicates with a second main
server 108 and wherein both main servers 106, 108 commu-
nicate with the key server 42. The embodiment illustrated in
FIG. 8 may be desirable where, for example, the sender client
36 and recipient client 38 are at geographically remote physi-
cal locations and therefore must communicate with different
main servers.

In the embodiment shown in FIG. 8, the protocol illustrated
in FIG. 5 is substantially similar although the operations
performed by the main server in FIG. 5 are divided up
between the first main server 106 and the second main server
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108 in FIG. 8. For example, the first main server 106 of FIG.
8 receives the sender identifier and the sender authentication
information, the encryption key and the list of recipient iden-
tifiers from the sender client 36, encodes the recipient iden-
tifiers, and creates the sender SUID, and communicates the
sender SUID, the encoded recipient identifiers and the
encryption key to the key server 42. The key server 42 then
communicates the encryption package identifier 86 to the first
main server 106, which communicates the encryption pack-
age identifier to the sender client 36.

Likewise the recipient client 38 communicates the encryp-
tion package identifier and the recipient identification infor-
mation and the recipient authentication information to the
second main server 108. The second main server 108 creates
the recipient SUID and communicates the recipient SUID and
the encryption package identifier to the key server 42. The key
server 42 communicates the encryption key 94 to the second
main server 108 which communicates the encryption key to
the recipient client 38.

In yet another embodiment illustrated in FIG. 9, a single
server 110 performs the functions and operations of the main
server 40 and the key server 42 illustrated in FIG. 5 and
described above. While the embodiment illustrated in FIG. 9
is not preferable, the server 110 performs the same functions
as the main server 40 and the key server 42 of FIG. 5 and
therefore is functionally equivalent. The embodiment illus-
trated in FIG. 9 may be preferable, for example, where the
heightened security associated with separate main and key
servers is not necessary.

In each of the above embodiments, security may be
enhanced by maintaining the key only in the key server 42 (or
equivalent) and not retaining a copy of the key in any of the
other computers. When the sender client 36 creates and com-
municates the key to the main server 40, for example, the
sender client 36 destroys or discards the key upon communi-
cating the key to the main server 40. In other words, the sender
client 36 communicates the key to the main server 40 and then
removes any indication or record of the key from memory and
storage associated with the sender client 36. Likewise, the
main server 40 destroys the key upon communicating the key
to the key server 42, and then again upon communicating the
key to the recipient client 38. The recipient client 38 also
destroys the key after using the key to decrypt the encrypted
transfer data. While maintaining the key only on the key
server 42 enhances security in some situations, it is not nec-
essary and the present invention may be otherwise imple-
mented.

As explained above, each of the sender client 36 and the
recipient client 38 may be presented in one of four embodi-
ments. In a first embodiment, the client software is a “plugin”
associated with a traditional email application such as
MICROSOFT OUTLOOK™ or LOTUS NOTES™. These
are but two examples, and those skilled in the art will recog-
nize that any conventional or known email or other messaging
application may be used including, for example, instant mes-
saging.

FIG. 10 illustrates a user interface 112 of a conventional
email application, in this case MICROSOFT OUTLOOK™.
The user interface 112 is substantially conventional except
that the interface 112 includes an interface element 114 asso-
ciated with the client 36. To use the client 36 with the interface
112, the user composes a new email message in a conven-
tional manner and, before sending the email message, selects
the user interface element 114 associated with the client 36.
When the user selects the interface element 114 the client
prompts the user to submit a user name as well as authenti-
cation information. This may be done, for example, by pre-
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senting a pop-up window with text fields for a user name and
a password, or a text field for a user name and a button for
requesting submission of biometric information. Such a pop-
up window may be similar to window 122 of FIG. 13.

The client 36 then generates the encryption key and
assembles the list of recipients. In this case, the client 36 may
assemble the list of recipients simply by reading recipient
information from the “TO” field of the newly composed email
message. The client 36 communicates the sender identifica-
tion and authentication information, the key, and the list of
recipient identifiers to the main server 40, and receives the
encryption package identifier 86 from the main server 40.
When the client 36 receives the secure package identifier 86 it
encrypts the data in the body of the email and displays the
encrypted text in the body of the email instead of the plain
text. The client 36 then places the secure package identifier 86
in the email, such as in the title of the email message or in
another location where it can be easily retrieved by the recipi-
ent client 38. The user then sends the email message in a
convention manner to the intended recipient or list of recipi-
ents.

When the recipient client 38 receives the email message
with the secure data package, the email message will appear
in a conventional email application interface such as that of
FIG. 10. The difference will be that the body of the text will
appear in encrypted form, and the email application interface
will present an interface element 114 associated with the
recipient client 38. When the recipient attempts to open the
email message, the recipient client 38 prompts the recipient to
submit user identification and authentication information, as
explained above in relation to the sender client 36. The recipi-
ent client 38 identifies the encryption package identifier 86 in
the secure data package and communicates both the secure
package identifier 86 and the user identification and authen-
tication information to the main server 40. The recipient client
38 receives the key 94 from the main server 40, and decrypts
the encrypted transfer data. When the recipient client 38
decrypts the encrypted transfer data, the decrypted (plain
text) data will appear in the body of the email in a conven-
tional manner.

In a second embodiment, the sender client 36 and recipient
client 38 are not plugins associated with a preexisting email
application, but rather are stand alone applications. In the
second embodiment, the client 36 is operable to work with a
native data buffer to use onscreen text or other data to encrypt
the data in preparation for creating an encryption package. An
example of the second embodiment of the client 36 is illus-
trated in FIGS. 11-14.

FIG. 11 illustrates a conventional computing environment
wherein a text processor such as MICROSOFT NOTEPAD™
is visible in the computing environment, such as the desktop
of'the MICROSOFT WINDOWS™ operating system. While
the illustrated window 116 is a word processor, it will be
appreciated that substantially any application that is compat-
ible with the host operating environment and operable to
transfer data to the data buffer may be used with the second
embodiment of the client 36. As illustrated in FIG. 12, the
user selects or highlights the portion of the data that he or she
wishes to encode. In the window 116 of FIG. 12 the entire
body of text is highlighted. The user then selects the user
interface element 118 which is, in this case, present in the
notification area of the WINDOWS™ task bar. Selecting the
interface element 118 causes the client 36 to present a context
menu 120. The user selects the text option to enable the client
36 to encode the user-selected text and move it to a buffer as
explained below.
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When the user selects the text option of the context menu
120, the client 36 prompts the user to move the highlighted
text to the buffer by “cutting” the highlighted text. In this case,
the buffer is the WINDOWS™ clipboard and the cutting
operation is performed by the user in a conventional manner,
such as, for example, selecting the hot key combination
CTRL+X on the keyboard. Cutting the highlighted text in the
window 116 removes the text from the window 116 and
places it in the data buffer. When the text is placed in the
buffer, the client 36 prompts the user to submit identification
and authentication information with a dialog box 122, as
illustrated in FIG. 13. Wherein the user submits a user name,
password and/or biometric information, the client 36 prompts
the user to submit recipient information via a second dialog
box 124, as illustrated in FIG. 14. When the user has submit-
ted the recipient information, the program creates an encryp-
tion key. The sender client 36 communicates the sender iden-
tification authentication information, the encryption key and
the list of recipient identifiers to the main server 40, as
explained above.

When the sender client 36 receives the secure package
identifier 86 from the main server 40, the client 36 encrypts
the data that is in the buffer (the transfer data) using the key
and creates a secure data package by associating the secure
package identifier with the encrypted transfer data. The client
36 then prompts the user to move the secure data package
from the bufter to an application, such as the application from
which the original transfer data was removed. Placing the
encryption package in the application may involve, for
example, selecting the “paste” option in the windows operat-
ing environment. The secure data package may then be com-
municated to the host computer of the recipient client 38 by,
for example, storing the secure data package in a data file and
attaching the data file to an email, by pasting the secure data
package directly into the body of an email or of a text mes-
sage, or by saving the secure data package to a file on a
removeable data storage medium and physically transporting
the data storage medium to the recipient client 38.

Once the recipient client 38 identifies the encryption pack-
age, it goes through a process similar to that described above
for the plugin embodiment of the client to decrypt the transfer
data in the secure data package. The user moves the secure
data package, which in this case includes text, to the data
buffer of the host computing environment by highlighting the
encrypted text and selecting “copy” option in the windows
operating environment. The client 38 prompts the user to
submit authentication information in substantially the same
way that the sender client 36 prompted the user to submit the
authentication information. When the recipient is authenti-
cated, the client 38 decrypts the data using the key it received
from the main server 40, and when the decryption is complete
the program launches a viewer window into which the
decrypted text is placed. The decrypted data also remains in
the data buffer for the user to place in another application if so
desired.

In a third embodiment the client 36 encodes the transfer
data by merging the transfer data with a separate file using
conventional steganography techniques. This embodiment of
the client 36 is illustrated in FIGS. 15 and 16. As illustrated in
FIG. 15, a conventional computing environment presents a
canvas 126, a user interface element 118 associated with a
sender client 36, an image file 128, and a transfer data file 130.
The transfer data file 130 is encoded or encrypted in the
separate image file 128 (in this case, an image file) when both
the transfer data file 130 and the separate image file 128 are
placedinthe canvas 126. For example, the user first selects the
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separate data file 128 and places it in the canvas 126 using a
conventional drag-and-drop or cut-and-paste operation.

The user then places the transfer data file 130 into the
canvas in the same way. The program prompts the user to
submit identification and authentication information, creates
an encryption key, prompts the user to submit recipient iden-
tification information and communicates with the main server
in the manner described above. When the client 36 receives
the encryption package identifier 86 from the main server 40,
the sender client 36 then completes the encryption package by
associating the encryption package identifier 86 with the
image carrying the encrypted transfer data 130. The client 36
then prompts the user to save the newly-created secure data
package as a separate file. When the recipient client 38 iden-
tifies the secure data package, it presents a canvas similar to
the canvas 126 of FIGS. 15-16, and prompts the recipient to
place the file containing the encoded data package into the
canvas or, alternatively, automatically places the file into the
canvas. The client 38 then prompts the recipient to submit
authentication and identification information, as explained
above, and goes through the process depicted in the flowchart
of FIG. 4.

In a fourth embodiment, the client 36 enables the user to
indicate an existing data file by, for example, selecting the file
in MICROSOFT WINDOWS EXPLORER™ or a similar
utility, and selecting the “Attach” option of the context menu
120 (see FIG. 12). The client 36 presents an interface similar
to the canvas 126 of FIG. 15, and prompts the sender to place
the file in the interface or automatically places the file in the
interface. The client 36 then goes through the steps of FIG. 3,
described above, and creates a secured data package includ-
ing data contained in the user-selected file. The client 36 then
prompts the user to save the secured data package as a new
file, wherein the user can transfer the secured data package to
the recipient client 38 electronically, such as via email, or in
another manner, including physically transferring a storage
medium containing the secured data package.

Although the invention has been described with reference
to the preferred embodiments illustrated in the attached draw-
ings, it is noted that equivalents may be employed and sub-
stitutions made herein without departing from the scope of
the invention as recited in the claims. It will be appreciated,
for example, that email is not the only means of electronically
communicating a secured data package from the sender client
36 to the recipient client 38, and that other forms of electronic
communication may be used including the hyper-text transfer
protocol (HTTP) and the file transfer protocol (FTP).

Having thus described a preferred embodiment of the
invention, what is claimed as new and desired to be protected
by Letters Patent includes the following:
1. A system for enabling a secure data transfer between a
sender and a recipient, the system comprising:
a sender computing device associated with the sender, the
sender computing device including a sender processing
element and a sender non-transitory computer-readable
storage medium with an executable program stored
thereon for directing operation of the sender processing
element, wherein the program instructs the sender pro-
cessing element to perform the following steps:
receiving, from the sender, transfer data and a recipient
identifier to initiate a data transfer transaction,

generating a key for encoding and decoding the transfer
data,

wherein the key is unique for the data transfer transac-
tion,

encoding the transfer data using the key,
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communicating the key and the recipient identifier to an
authentication computing device,

receiving, from the sender, valid sender authentication
information, and

communicating the valid sender authentication informa-
tion to the authentication computing device;

the authentication computing device including an authen-

tication processing element and an authentication non-

transitory computer-readable storage medium with an

executable program stored thereon for directing opera-

tion of the authentication processing element, wherein

the program instructs the authentication processing ele-

ment to perform the following steps:

creating a secure package identifier that uniquely iden-
tifies the transfer data,

wherein the secure package identifier is unique for the
datatransfer transaction and is associated with the key
and the recipient identifier,

comparing the valid sender authentication information
received from the sender computing device with
stored sender authentication information accessible
by the authentication computing device, and

communicating, to the sender computing device, the
secure package identifier, but only if the valid sender
authentication information received from the sender
computing device matches the stored sender authen-
tication information,

wherein the program stored on the sender non-transitory

computer-readable storage medium instructs the sender
processing element to perform the further step of com-
municating the encoded transfer data and the secure
package identifier to a recipient computing device; and
the recipient computing device including a recipient pro-
cessing element and a recipient non-transitory com-
puter-readable storage medium with an executable pro-
gram stored thereon for directing operation of the
recipient processing element, wherein the program
instructs the recipient processing element to perform the
following steps:
receiving a user identifier from the recipient, and
communicating the user identifier and the secure pack-
age identifier to the authentication computing device;
wherein the program stored on the authentication non-
transitory computer readable storage medium instructs
the authentication processing element to perform the
further steps of:
comparing the user identifier received from the recipient
computing device with the recipient identifier received
from the sender computing device,

comparing the secure package identifier received from the

recipient computing device with the secure package
identifier created by the authentication computing
device, and

communicating, to the recipient computing device, the key,

but only if the secure package identifier received from
the recipient computing device matches the secure pack-
age identifier created by the authentication computing
device, and only if the user identifier matches the recipi-
ent identifier.

2. The system of claim 1, wherein the program stored on
the recipient non-transitory computer readable storage
medium instructs the recipient processing element to perform
the further step of decoding the encoded transfer data using
the key.

3. The system of claim 2,

wherein the program stored on the sender non-transitory

computer readable storage medium instructs the sender
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processing element to perform the further step of encod-
ing the transfer data by combining the transfer data with
a user-selected data file using the key; and

wherein the program stored on the recipient non-transitory
computer readable storage medium instructs the recipi-
ent processing element to perform the further step of
decoding the transfer data by removing the transfer data
from the user-selected data file using the key.

4. The system of claim 1, wherein the transfer data and the
recipient identifier are input by the sender, and the user iden-
tifier is input by the recipient.

5. The system of claim 1, wherein the valid sender authen-
tication information received by the sender computing device
and the stored sender authentication information each
includes biometric information.

6. The system of claim 1, wherein the authentication com-
puting device includes a main server and a key server.

7. The system of claim 1,

wherein the program stored on the recipient non-transitory

computer readable storage medium instructs the recipi-
ent processing element to perform the further step of
receiving a valid recipient authentication information
from the recipient and communicating the valid recipi-
ent authentication information to the authentication
computing device;

wherein the program stored on the authentication non-

transitory computer readable storage medium instructs
the authentication processing element to perform the
further steps of:
comparing the valid recipient authentication information
received from the recipient computing device with
stored recipient authentication information accessible
by the authentication computing device, and

communicating, to the recipient computing device, thekey,
but only if the valid recipient authentication information
received from the recipient computing device matches
the stored recipient authentication information.
8. A method to enable a secure data transfer between a
sender and a recipient, the method comprising the steps of:
enabling receiving, by a computer associated with the
sender, transfer data and a recipient identifier to initiate
a data transfer transaction;

enabling generating, by the computer associated with the
sender, a key for encoding and decoding the transfer
data,

wherein the key is unique for the data transfer transaction;

enabling encoding, by the computer associated with the

sender, the transfer data using the key and communicat-
ing the key and the recipient identifier to an authentica-
tion server;

enabling receiving, by the computer associated with the

sender, a valid authentication information from the
sender and communicating the valid sender authentica-
tion information to the authentication server;

enabling creating, by the authentication server, a secure

package identifier that uniquely identifies the transfer
data,

wherein the secure package identifier is unique for the data

transfer transaction and is associated with the key and
the recipient identifier received from the computer asso-
ciated with the sender;

enabling comparing, by the authentication server, the valid

sender authentication information received from the
computer associated with the sender, with stored sender
authentication information previously stored in a data-
base accessible by the authentication server;
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enabling communicating, by the authentication server and
to the computer associated with the sender, the secure
package identifier, but only if the valid sender authenti-
cation information received from the computer associ-
ated with the sender matches the stored sender authen-
tication information stored in the database;

enabling communicating, by the computer associated with

the sender, the encoded transfer data and the secure
package identifier to a computer associated with the
recipient;

enabling receiving, by the computer associated with the

recipient, a user identifier and communicating the user
identifier and the secure package identifier to the authen-
tication server;
enabling comparing, by the authentication server, the
secure package identifier received from the computer
associated with the recipient, with the secure package
identifier created by the authentication server; and

enabling communicating, by the authentication server and
to the computer associated with the recipient, the key,
but only if the secure package identifier received from
the computer associated with the recipient matches the
secure package identifier created by the authentication
server.
9. The method of claim 8, further including the step of
enabling decoding, by the computer associated with the
recipient, the encoded transfer data using the key.
10. The method of claim 9, further including the steps of:
enabling encoding, by the computer associated with the
sender, the transfer data by combining the transfer data
with a user-selected data file using the key; and

enabling decoding, by the computer associated with the
recipient, the transfer data by removing the transfer data
from the user-selected data file using the key.

11. The method of claim 8, wherein the transfer data and
the recipient identifier are input by the sender, and the user
identifier is input by the recipient.

12. The method of claim 8, wherein the valid sender
authentication information received by the computer associ-
ated with the sender and the stored sender authentication
information each includes biometric information.

13. The method of claim 8, wherein the authentication
server includes a main server and a key server.

14. The method of claim 8, further including the steps of:

enabling receiving, by the computer associated with the

recipient, a valid recipient authentication information
from the recipient and communicating the valid recipi-
ent authentication information to the authentication
server;

enabling comparing, by the authentication server, the valid

recipient authentication information received from the
computer associated with the recipient with stored
recipient authentication information accessible by the
authentication server; and

enabling communicating, by the authentication server and

to the computer associated with the recipient, the key,
but only if the valid recipient authentication information
received from the computer associated with the recipient
matches the stored recipient authentication information.

15. A non-transitory computer-readable storage medium
with an executable program stored thereon for performing a
secure data transfer between a sender and a recipient, wherein
the program instructs at least one sender processing element
to perform the following steps:

receiving, by the at least one sender processing element,

transfer data and a recipient identifier to initiate a data
transfer transaction;



US 9,166,779 B2

21

generating, by the at least one sender processing element, a
key for encoding and decoding the transfer data,

wherein the key is unique for the data transfer transaction;

encoding, by the at least one sender processing element,
the transfer data using the key and communicating the
key and the recipient identifier to an authentication
server;

receiving, by the at least one sender processing element, a

valid authentication information from the sender and
communicating the valid sender authentication informa-
tion to the authentication server;
receiving, from the authentication server, a secure package
identifier that uniquely identifies the transfer data,

wherein the secure package identifier is received only if the
valid authentication information from the sender
matches previously stored authentication information
for the sender,

wherein the secure package identifier is unique for the data

transfer transaction and is associated with the key and
the recipient identifier received from the at least one
sender processing element; and

communicating, by the at least one sender processing ele-

ment, the encoded transfer data and the secure package
identifier to a recipient computing device.

16. The computer-readable storage medium of claim 15,
wherein the executable program stored on the computer-read-
able storage medium further instructs at least one authentica-
tion processing element or at least one recipient processing
element to perform the respective following steps:

enabling comparing, by the authentication server, the valid

sender authentication information received from the
computer associated with the sender, with stored sender
authentication information accessible by the authentica-
tion server;

enabling communicating, by the authentication server and

to the computer associated with the sender, the secure
package identifier, but only if the valid sender authenti-
cation information received from the computer associ-
ated with the sender matches the stored sender authen-
tication information stored in the database;

enabling receiving, by the computer associated with the

recipient, a user identifier and communicating the user
identifier and the secure package identifier to the authen-
tication server;

enabling comparing, by the authentication server, the user

identifier received from the computer associated with
the recipient, with the recipient identifier received from
the computer associated with the sender;
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enabling comparing, by the authentication server, the
secure package identifier received from the computer
associated with the recipient, with the secure package
identifier created by the authentication server; and

enabling communicating, by the authentication server and
to the computer associated with the recipient, the key,
but only if the secure package identifier received from
the computer associated with the recipient matches the
secure package identifier created by the authentication
server, and only if the user identifier matches the recipi-
ent identifier.

17. The computer-readable storage medium of claim 15,
wherein the executable program stored on the computer-read-
able storage medium further instructs the recipient processing
element to perform the step of enabling decoding the encoded
transfer data using the key.

18. The computer-readable storage medium of claim 15,

wherein the transfer data and the recipient identifier are

input by the sender, and the user identifier is input by the
recipient, and

wherein the valid sender authentication information

received by the computer associated with the sender and
the stored sender authentication information each
includes biometric information.

19. The computer-readable storage medium of claim 15,
wherein the authentication server includes a main server and
a key server.

20. The computer-readable storage medium of claim 16,
wherein the executable program stored on the computer-read-
able storage medium further instructs the at least one authen-
tication processing element or the at least one recipient pro-
cessing element to perform the respective following steps:

enabling receiving, by the computer associated with the

recipient, a valid recipient authentication information
from the recipient and communicating the valid recipi-
ent authentication information to the authentication
server;

enabling comparing, by the authentication server, the valid

recipient authentication information received from the
computer associated with the recipient with stored
recipient authentication information accessible by the
authentication server; and

enabling communicating, by the authentication server and

to the computer associated with the recipient, the key,
but only if the valid recipient authentication information
received from the computer associated with the recipient
matches the stored recipient authentication information.

#* #* #* #* #*



